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Why laC (infrastructure as code) ?

- laC BE&{CHEIRFE -
. Wi AN B 1R 1E Web Console + i1k Key Mt EIRE -

. I2ANXE5MAY Auto Policy Check IREIE  JRIE = EL1ZIE -
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¥ f91EATerraform ~ CloudFormation Guardf2 R ZfEELHE SRR E

? ottoorg Workspaces Registry Settings HashiCorp Cloud Platform [4

ottoorg / Workspaces / hashicat-gcp / Ove

hashicat-gcp

No workspace description available. Add workspace description.

Overview Runs States Variables Settings

Latest Run

adding remote beckend

E:

Mone

Outp uts [2) Current as of the most recent state version.

catapp_ip string

catapp_url string

README.md

Bl Z= & %
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diwakar@uc78be8f83ba356: S cfn-guard validate -r pod-containers.guard
apiVersion: vi
kind: Pod
metadata:
name: fromtend
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
#cpu: 0.5
- name: log-aggregator
image: images.my-company.example/log-aggregator:vé
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.75
Summary Report Overall File Status =
PASSfSKIP rules
version_and kind match
ensure_contailner has memory limits
FAILED rules
ensure_contailner has cpu_limits
diwakar@uc78be8fB83ba3ss:




Why Policy as Code

 Version Control
» Easily determine if the policy has changed

« Automation
* Integration with CI/CD provides visibility and control over cloud environments

* Pre-check (Test Before Deployment)
* Prevention is better than cure

EE2 9
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221X Policy as Code B8 £ HEIT]

* Policy « Compliance
 Limit region * CIS benchmark
« Naming rule  PCI DSS

e Security « Cost limit
« Can’t assign public ip  Limit machine type
 Firewall source range  Limit disk size

Q 3 ok 2 10
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CloudFormation Guard v.s Sentinel

Open source Terraform Enterprise

Cloudformation, k8s, terraform Terraform Provider

(YAML-, JSON- formatted) (HCL)

Local file-based Version Control System
(github, gitlab...etc.)

Has policy unit test Has policy unit test

Bl Z= & %
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« P Terraform & AWS &4l - I A Cloudforamtion Guard #@& 2% 848 policy check 1 # 1T
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Thank You
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